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IEC 61508 Part 1 [Ref2] states normative
requirements for the competence of staff performing
safety-related functions. Amnex B of Part 1 is
informative and provides guidance on what should be
considered when assessing a person as competent to
perform a particular safety-related role.

The requirements and information provided in IEC
61508 lacks detail on how the requirements should be
achieved in practice. As a consequence a study was
undertaken under the joint supervision of the HSE, IEE
and BCS to address this need. The results of the study
have been published by the IEE titled “Safety,
Competency and Commitment” [Ref, 7].

This paper lists the requirements of IEC 61508 and
describes the competency model, which was developed
to meet the requirements of the standard. The
opportunity is also taken to present the history on how
the competency model was derived and to outline new
developments.

IEC 61508 - REQUIREMENTS FOR
PERSONNEL COMPETENCE

Section 6.2.1 h) of Part 1 of IEC 61508 states the
requirements for competence of personnel engaged on
safety-related activities:

The procedures for emsuring that applicable parties
involved in any of the overall, E/E/PES or sofrware
safety lifecycle activities are competent (o carry out the
activities for which they are accountable; in
particular, the following should be specified

- the training of staff in diagnosing and repairing
Jaults and in system testing,

- the rraining of operations staff;

- the retraining of staff at periodic intervals.

Note | - Annex B provides guidelines on the
competence requirements of those involved in any
overall, E/E/PES or software safety lifecycle activity.

Annex B on competence of persons states:

B.I Objective

This annex outlines considerations for ensuring that
persons whe have responsibilities for any overall,

E/E/PES of software safery lifecycle activity are
competent 1o discharge those responsibilities.

6/1

B.2 General considerations

All persons involved in any overall E/E/PES or
software  safety  lifecycle  activity,  including
management activities, should have the appropriate
training, technical Imowledge, experience and
qualifications relevant to the specific duties they have
to perform.

The training, experience and qualifications of all
persons involved in any overall, E/E/PES or software
safety lifecycle activity, including management of
Junctional safety activities, should be assessed in
relation to the particular application

The foliowing factors should be considered when
assessing competence of persons to carry out their
duties:

a) engineering knowledge appropriate to the
application area;

b engineering knowledge appropriate to the
technology (for example electrical, electronic,
programmable electronic, software
engineering),

c) safety engineering knowledge appropriate to
the technology;

d) knowledge of the legal and safety regulatory
Sframework;

e) the consequences in the event of a failure of

the FE/E/PES safety-related system; rthe
greater the consequences, the more rigorous
should be the specification and assessment of
competence;

b the safety integrity level of the E/E/PES
safety-related system; higher the safety
integrity level, the more rigorous should be
the specification and assessment of
competence;

gl the novelty of the design, design procedures
or application; the newer or more untried the
designs, design procedures or application, the
more rigorous should be the specification and
assessment of competence;

) previous experience and lis relevance to the
specific duties to be performed and the
technology being employed, the greater the
competence levels, the closer the fit should be
between the compefencies developed from
previous experience and those required jfor
the specific duties to be undertaken;

i) relevance of qualifications to specific duties
to be performed.

The training, experience and qualifications of all

persons involved in any overall, E/E/PES or software

safety activity should be documented.

Authorized licensed use limited to: Fachhochschule FH Offenburg. Downloaded on May 31, 2009 at 13:42 from IEEE Xplore. Restrictions apply.



MODEL OF COMPETENCY FUNCTION

Safety-related Functions are a set of standards, which
describe best practice for the execution of typical
functions performed by professional safety-related
engineers within a company.

Functions

The entry point for the model of competency is a
function, which is defined as a logical aggregation of
tasks typically performed by an individual in a
company. For example, a function might be electronic
hardware design, software coding or project
management. The suite of functions has been chosen to
match as closely as possible the functions typically
undertaken by individuals developing system
conformant with IEC 61508.

All Safety-related Functions are defined in generic
terms. This is to ensure that Safety-related Functions
are applicable across most industrial sectors,
applications, technology, etc. Generic Safety-related
Functions have two important benefits: proliferation of
functions is avoided; and the problem of functions
becoming obsoiete is reduced.

Job

Function Level

Sumnmary of
Function

Individual competencies

Task-related | Function-related

v
Assessment Guidance
Supe1-'v.ised Practitioner] Expert
[Practitioner]
l— Technical skills
— Knowledge One to many
| — Behavioural skills — relationship
L— Understanding 1 Not directly specified
i.... N scheme

Competency model
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However, in general, actual competence can only be
obtained within a particular context. Thus an
understanding of context is an important aspect of any
assessment of personal competence. Provision is made
when making an assessment 10 record context
information. This ensures an assessment is meaningful
and also enables the transfer of the individual’s
competence to another environment.

To ensure consistency is achieved when using Safety-
related Functions a summary of a functien is provided.
This tends to take the form of a brief description of
responsibilities.

Task and Function-related competencies

For each Safety-related Function up to fifteen
individual competencies are defined as “goal-
onientated” statements. The up to fifteen individual
competencies are chosen to be the most important
competencies to perform the Safety-related Function to
best practice.

To simplify assessment and avoid repetition, the
competencies are divided into task and function-related
competencies. Task competencies tend to be technical
skills, whilst function competencies apply to the
function as a whole, and tend to be knowledge,
behavioural skills and understanding.

Assessment Guidance and Levels

For each individual compétency, Assessment Guidance
is provided for use when making an assessment of the
competency of a person to perform a Safety-related
Function. Assessment Guidance is given for three
levels of competence, “Supervised Practitioner”,
“Practitioner” and “Expert”.

A Supervised Practitioner has sufficient skiil,
knowledge and understanding to be able to work on
tasks associated with the overall Safety-related
Function without placing an excessive burden on the
Practitioner or Expert supervising the work.

A Practitioner has sufficient skill, knowledge and
understanding, and sufficient demonstrated experience
of competency to be able to work on the overall
Safety-related Function without the need for detailed
supervision.

An Expert has sufficient understanding of why things
are performed in cerain ways, and/or will have
demonstrated managerial skills, sufficient to be able to
take overall responsibility for the performance of a
Safety-related Function. An Expert keeps abreast of
technology, application solutions, standards and
regulatory requirements, particularly in rapidly
evolving fields and is able to work in novel situations.

A person who has not achieved Supervised Practitioner
level is termed a “Trainee”.
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Roles and Jobs

The combination of a function and the performance at
a level is defined as a role. For example, an “expert
software coder” would be a person who performs the
role of software coding expertly. Typically a company
would allocate roles to staff to perform functions at a
level where the objectives of the-organisation are met.
This means that when an organisation specifies jobs
for staff to perform, an organisation has to make a
decision on what roles staff need to perform, and how
those roles should be allocated to the staff.

For example, a small to medium enterprise might
define the role of project manager as a person who is
an expert at the function of software project
management, a practitioner at the function of software
architect and a supervised practitioner at the function
of executive management. ‘

The definition of jobs and their allocation to roles is
outside the scope of the competency model.

Main features

By standardising on functions performed by
individuals within companies rather than jobs, Safety-
related Functions are generic in nature, stable, and
applicable to must companies and situations.

By choosing a concept of level reflecting the degree of
expertise by an individual to perform a function, a
culture of excellence is encouraged. The use of
concepts of levels associated with career advancement
in a company hierarchy was rejected due to concerns
over inhibiting the development of personal
competence.

The use of a goal-orientated approach reflects current
thinking. A good description of a graphical tool for use
in a goal-orientated approach has been given by Kelly
on a Goal Structured Notation (1).

The integration of Assessment Guidance with
standards for personal competence has resulted in a
competency scheme, which is both workable and
relevant,

DERIVING A NEW COMPETENCY MODEL
AND NEW DEVELOPMENTS

A new model for safety-related systeris personnel

The competency model originated to specify the
requirements for competency of professional engineers
undertaking tasks on safety-related systems (2).
Examples of such systems include those for air traffic
control, railway signalling interlocking, and protection
for process plants, failure of which could cause harm
to humans.
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The research undertaken to arrive at the competency
model for safety-reiated engineering was in three
stages: desk-based rescarch of existing competency
schemes; market research of suppliers and users of
safety-telated systems; and a trial of the proposed
approach. ’

The desk-based research considered four main
competency schemes: the Engineering Council
proposals for a new system of engineering formation
and registration (3); the early work on Engineering
Occupational Standards for Higher Levels (4); the
British Computer Society Industry Structure Model
(5); and the Institution of Railway Signal Engineers
Licensing Scheme (6).

Market research involved the consultation of more than
sixty representatives of over thirty companies, actively
involved in either the supply or operation of safety-
related systems.

Several important conclusions were reached. Most
companies recognised that the competence of their
professicnal staff was a key factor in maintaining a
competitive position. There was a strong requirement
for a practical approach 1o improving the competence
of the staff, which was cost effective and yielded a real
return on investment, The National Vocational
Qualification (NVQ) model for competence was not
liked: the terminology was not easily understood and
therefore  inmappropriate; the model with its
decomposition into units and elements was too
complex to efficiently performn assessments of
personnel; and the five levels of competence as
alternative pathways to academic attainment were not
aligned to the needs of companies seeking to
encourage a culture of excellence. Clearly, a new
approach was necessary.

A novel goal-orientated model of competency for
professional engineers was proposed, which addressed
the concerns of companies and incorporated the valid
suggestions made. For this model twelve competency
standards were drafted for functions undertaken by
staff engaged on safety-related tasks. This model was
validated in workshop trials and by extensive review.
With minor change the model was adopted for use and
the results published in 1999 by the IEE (7).

Extending the model to other disciplines and uses

The IEE recognised the potential of the new model of
competency, particularly its use by other engineering
disciplines, to improve its service to IEE members on
professional development and to assist companies
employing its members.
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Assurance was required that the competency model
could be applied to other engineering disciplines.
Control Systems Engineering was chosen as an
exemplar. Experts from companies actively involved in
the supply and use of control and automation systems
attended a workshop where a Facilitator captured their
understanding. The Facilitator defined seventeen new
functions, which were drafted as competency standards
(8). Very few of the standards were specific to control
systemns engineering.

Assurance was also required that the competency
meodel would be beneficial as a tool to the membership
of the IEE when undertaking professional
development. An internal report demonstrated how the
existing IEE Professional Development Record could
be modified to take advantage of the new standards
{9). It was demonstrated that the competency standards
filled an important gap, by setting high-level goals of
best practice for a particular engineering topic, as an
objective to be achieved by a member constructing a
professional development programme. The problem of
handling large amounts of information, when
undertaking an assessment was of concemn. The
development of a Personal Computer tool for use by
members could solve this problem.

Given the assurance, the competency model is being
extended to cover other engineering disciplines
undertaken by the membership of the IEE. In addition,
a tool is under development for use by individual
members undertaking a self-assessment of their
competence.
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IEC61508 Requirements for Personal
Competence
Management of functional safety - Part 1 Section 6

Requirement 6.2
w... The following should be considered:

6.2.1h

the procedures for ensuring that applicable parties involved in any
of the overall, E/E/PES or software safety lifecycle activities
are competent to carry out the activities for which they are
accountable

Note 1 - Annex B provides guidelines on the competence
requirements of those involved in any overall, E/E/PES or
software safety lifecycle activity
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IEC61508 Part 1 Annex B (informative)

B.1 Objective
This annex outlines considerations for ensuring that persons
who have responsibilities for any overall, E/E/PES or
software lifecycle activity are competent to discharge those
responsibilities

B.2 General Considerations

All persons involved in any overall, E/E/PES or software safety
lifecycle activity, including management activities, should have
the appropriate training, technical knowledge, experience and
qualifications relevant to the specific duties they have te
perform

The training, experience and qualifications of all persons involved
in any overall, E/E/PES or software safety lifecycle activity,
including management activities, should be assessed in relation to

the particular application ‘
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IEC61508 Part 1 Annex B (continued)

- Factors to be considered when assessing competence
- engineering knowledge appropriate to the
« application
+ technology
- safety engineering knowledge appropriate to the technology
- knowledge of the legal and safety regulatory framework
- increased competence and assessment for
- consequence
+ SIL
« novelty of design
- greater competence requires more related experience
- qualifications must be relevant
- Training, experience and qualifications should be documented

IMO20Z22. ppl
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Competency Model of a Function

Job 7 ‘Cc;mpahy

, " operation
\ 4

Role

Confext

. Function .
Summa

Function —[ Level

o

Individual
competencies
Task-related | Function-related | Assessment
Guidance
Technical skills Supervised |Practitioner | Expert
Knowledge
Behavioural skills
Understanding

N
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Examples of Task-related Competencies

CFM1 Reqlisation of a Safety Management Strategy
Identifies a corporate-wide approach to functional safety
management and documents the approach in a Safety
Management system, that both meets the requirements of
functional safety and is appropriate to the organisation’s
environment,

CFM6 Handling safety incidents
Ensures that all incidents that could impact on functional
safety are identified, investigated and necessary actions
taken (including the updating of the Safety Management
System and dissemination to all relevant staff), such that the
immediate incident is resolved and its likelihood of re-
occurrence is minimised.

n

rMOZ0ZZ2 Pt
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Examples of Function-related Competencies

CFM14 Functional Safety Practices
Has a knowledge and understanding of functional safety
practices, including application and technology appropriate to
the organisation and the industry sector, necessary for the
successful execution of the role.

CFM15 Professional standing and personal integrity

Has the professional standing to provide credible judgements
that are generally acknowledged as authoritative, coupled with
sufficient strength of character not to compromise sincerely
held beliefs when under pressure.

rmC20222.001
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Assessment Guidance Information

CFM1 Realisation of a Safety Management Strategy

i

: Identifies a corporate-wide approach to functional safety management and documents the approach |

. in a Safety Management system, that both meets the requirements of functional safety and is

N " e n ;
: aeerognate to the organisation’s environment,

i
H

:__ Supervised Practitioner

Practitioner

Expert

2

\Has documented parts of a

Has developed at least one

i ldentifies relevant
! L -

ing to the

Safety Management System and

Corporate Safety Manag !

)
: 4o

. company’s methods and

illustrates, using corporate

System and has been involved

; procedures and describes their

safety management procedures

in the development/ review of

{ Key features:

and audit reports, how existing
company methods and

procedures have been

others. Identifies company

‘methods and procedures whick
lhave had to be updated to meet

incorporated in to the Safety

new standards in_functional

Management System.

safety assurance, and

shows how the updated
methads and procedures fit
within the company safety,
management system.
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List of Functions

CFM Corporate Functional Safety Management
PSM Project Safety Assurance Management
SRM Safety-Related System Maintenance and Modification
SRP Safety-Related System or Services Procurement
ISA Independent Safety Assessment

HRA Safety Hazard and Risk Analysis

SRS Safety Requirements Specification

sv Safety Validation

SAD Safety-Related System Architectural Design
5SR Safety-Related System Software Realisation
SHR Safety-Related System Hardware Realisation
HF Human Factors Safety Engineering
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Company use of Competency Standards

+ Understanding “"best practice” through a functional description
of the activities undertaken by the engineering staff of a
company

- Improving the competency of the workforce to undertake
professional engineering tasks

- Selecting and assembling competent teams to undertake
projects

- Motivation of staff through a professional approach to
personnel development of individual members

« Provision of standards against which recruitment strategies can
be planned ‘
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Current Developments
Extending suite of Functions
*Functional Safety
*Control and Automation
-Software Engineering
-“Bespoke”
Competency Liaison Group
formed ‘

IEE Guidence PC-based tool for

-Modified Professional Development Record self-assessment

‘Improving company competitiveness

*Comparative analysis J,;\n
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Two quotations !

The only rule I have in management is to ensure that I
have good people - really good people - and that I grow
good people, and that T provide an environment where
good people can produce.

Knowledge is the raw material of software development,
and it is software engineers who fransform knowledge
into software products .. Improving technology and
process alone is not enough in the most knowledge-
intense industry in history. Improving @ software
organisation requires continual improvement of its people
and of the conditions that empower their performance.

P
s
! Source: Curtis, Hefley and Miller, Prople Capability Maturity Madel, SET Cornegie Mellon University, 1995 EN n
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